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Impact op de branche
Vexpan Nationaal Parkeercongres 2025
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Sea WarfareLand Warfare Cyber WarfareAir Warfare Space Warfare

Source: https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/July-August-2017/Perkins-Multi-Domain-Battle/

The Multi-Domain Battlefield
Vexpan Nationaal Parkeercongres 2025
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The OODA Loop
Vexpan Nationaal Parkeercongres 2025
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Information Landscape
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Influencing behaviour through 

perception and will
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The Attack Surface Of An Organization
Vexpan Nationaal Parkeercongres 2025

2 Data Link

3 Network

4 Transport

5 Session

6 Presentation

7 Application

Layer OSI

0

1

Geographic

Physical

Application

Internet Data Format Protocols

Data, Messages
or 

Streams
(video,audio, binary files)

Telnet
HTTP
SMTP
FTP
TFTP
SNMP
DNS
DHCP
SSH

Internet Packets

Segments
or

Datagrams
TCP
UDP

Transport
or

Host-Host

IP ICMP ARP RARP

Network Access Frames

Source: http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html

8       Machine Language

9     Operating System

10      Software Application

11      Persona

Physical Layer

Geographic Layer

Logical layer
(Communication Ports 
and Protocols)

Cyberspace

Machine Language Layer

Operating System Layer

Software Application Layer

Persona Layer

CAPECB
y

Layer

CWE
By
Layer

CVE
By
Layer

CCE
By
Layer

IT
AssetsBy
Layer
(CPE)

12      People Supervisory Temporal

13      Organization

14      Government Govt.
Security

Org.
Security

Personnel
Security

Ident. & 
Auth.

App
Security

Host
Security

Network
Security

Infrastr.
Security

Physical
SecurityGeographic Location & Dependencies

Hardware, Cables (fiber, copper etc)

01010011010100001010010

Win / *nix / Android / iOS / etc.

Browsers, Office Products, etc.

User IDs, Emails, Phone Numbers

Org. Cyber Policies, Procedures, Information Sharing Agreements, etc.

Govt. Cyber Laws, Regulations, Policies, Frameworks, Agreements, etc.

Risk Remediation Analysis

Threat Susceptibility Scoring

Weakness Risk Analysis

Vulnerability & Weakness Scoring

Crown Jewels Analysis

People – Supervisory  Layer

Organization Layer

Government Layer Information

http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html
http://cyber-analysis.blogspot.com/2014/10/cyber-terrain-model-for-increased.html


6

Expanding Radius Of Collateral Damage
Vexpan Nationaal Parkeercongres 2025

Global Scale of Impact

1. Intended Targets
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4. Intended Effects on 
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Impact op de branche
Vexpan Nationaal Parkeercongres 2025
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2015

Opmerkelijke Incidenten (Tijdslijn)
Vexpan Nationaal Parkeercongres 2025

2017
Q-Park victim of 
WannaCry

2016
LAZ Parking tricked 
into social engineering

2016
Malware found on 
Maryland parking garage 
payment servers

2021
Colonial Pipeline 
victim of 
ransomware

2021
ParkMobile discloses 
data breach of millions 2025

parking.brussels suffers 
from supply-chain attack 

2023
EasyPark discloses 
data breach that may 
impact millions of users

2019
Precise ParkLink
victim of ransomware 
attack

20262021
Vulnerabilities were 
identified in five 
different EV charging 
brands

2024
QR Code fraud

2022
Wireless Disruption 
of CCS Electric 
Vehicle Charging

2024
Bypassing 
Authentication via 
Electrical-Level Exploits
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“U kunt uw organisatie
niet verdedigen als u niet
weet welke bedreigingen

op u af komen…”

9
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Zie je het grote plaatje?
Vexpan Nationaal Parkeercongres 2025

Photo: Jens-Cullmann - Muddy-Croc-Mana-Pools-NP-Zimbabwe-1
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Aanvallen zijn grenzenloos
Vexpan Nationaal Parkeercongres 2025
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Voor wie moet je bang zijn?
Vexpan Nationaal Parkeercongres 2025
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Het pad en doel begrijpen
Vexpan Nationaal Parkeercongres 2025
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Security Transformatie
Vexpan Nationaal Parkeercongres 2025

Siloed Solutions

Technology Focused

Reactive / Defense Proactive / Offense

Compliancy Driven Risk Driven

Adaptive Security

Harmonized Solutions
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Beveiliging: Alles draait om volwassenheid
Vexpan Nationaal Parkeercongres 2025
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“Als je 
kwestbaarheden

hebt, word je 
ontdekt en ben je 

een doelwit…”
17
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Meten is weten
Zorg & ICT 2025
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Het grote plaatje (Wat kan je doen?)
Vexpan Nationaal Parkeercongres 2025

Pro-actief je landschap in kaart brengen, want 
maatregelen treffen kost minder resources dan 
reactief acteren:

§ Kwetsbaarheden identificeren
§ Misconfiguraties corrigeren
§ Afwijkingen opsporen
§ Risico’s in kaart brengen
§ Procedures definiëren
§ Controleer toegang/identiteiten
§ Volwassenheid begrijpen
§ Bereid je voor op incidenten
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“Zweet meer tijdens
oefeningen, zodat je 
minder zal bloeden

wanneer het oorlog is…”
20



https://orangecyberdefense.com

Bouwen aan een veiligere
digitale samenleving…

Jort Kollerie
Strategic Advisor

https://orangecyberdefense.com/global/

